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INTRODUCTION

Madison Consulting Group was engaged to assist the International Fund for Agricultural 
Development (IFAD) to evaluate the adequacy of the system of internal controls in the 
investment area, including those pertaining to credit and custodial risks

The project was designed to focus on:

OBJECTIVES OF REVIEW

• Assess the general control environment surrounding the IFAD investment 
practices. Assess the adequacy of the ethical, policy, procedural, and guidance 
framework available to staff in performing the assigned tasks, the adequacy of 
the staffing arrangements and an assessment of the organizational structure 
and internal assignment of skills and responsibilities with regard to investment 
related tasks.

• Assess the adequacy of the risk management practices and control procedures 
in place. With regard to externally managed portfolio conduct an assessment of 
recently revised process for the selection and appointment of providers of 
outsourced investment services, the process in place for the assessment of 
performance of such contractors, the controls over the integrity of information 
submitted by outsourced managers to IFAD and the controls over costs of 
outsourced services. With regards to the internally managed portfolio this 
should include an assessment of the controls over the execution of placements 
and currency conversions.

• Assess the adequacy and pertinence of management information produced for 
the performance of the investment activities.  Assess whether pertinent 
information is identified, captured and communicated in a form and timeframe 
that enables staff to carry out their responsibilities in this area

The purpose of this document is to provide IFAD with a set of findings and 
recommendations related to review objectives listed.   In addition, Madison has also offered 
related industry practices and norms. 

SUMMARY OF KEY FINDINGS

IFAD Treasury Office has made recent strides to improve the internal controls and risk 
management environment, through the implementation of audit recommendations, including 
updating the Treasury Manual, implementation of KPIs, procurement changes, etc.  In 
addition, some recent organizational and personnel changes have occurred.  It is in this 
context that this study was conducted.

In reviewing the overall control environment of the investments area, Madison categorized 
our findings into five categories– Operational Controls, Decision Structure, 
Staffing/Organization Design, Procurement, and Continuity Planning.  The areas of greatest 
concern were in Continuity Planning and Staffing/Organization Design.  In the remaining 
areas, although there are some key opportunities for improvement, the general control 
environment in place functions adequately.  The top five findings and recommendations are:
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1) Given that IFAD currently does not have a formal continuity plan, it is 
recommended that IFAD as an organization take a formalized approach to 
business continuity planning by establishing or appointing a governing body to 
oversee the Business Continuity Management process.  This management 
steering committee would be responsible for drafting IFAD’s BCM Policy.  The 
plan will need to cover both operational and technological recovery plans. 

2) Treasury should conduct a detailed review of staffing level requirements based 
on adequate backup support, and taking into consideration SCP process changes. 
Key staffing risks should be identified and addressed, including temporary staff in 
critical roles and lack of adequate backup support.

3) Separation of the current Investment Advisory Committee in two, with an 
Investment Strategy Committee (ISC) focused on policy and strategy decisions 
and an Investment Operating Committee (IOC) focused on operating decisions.  
The IOC would meet more frequently and be given the flexibility to make short-
term decisions based on changing market conditions, such as asset reallocation 
and duration adjustment decisions within a defined range around the policy
target.

4) Without integration of systems and straight-through processing, safeguarding of 
the spreadsheets currently used for control and recordkeeping purposes should 
be enhanced to reduce operational risks.

5) Developing a longer range cash forecasting capability would improve the short 
term investment and liquidity management functions.

Other key findings include:

Operational Controls
• Treasury should provide a more secure location for the SWIFT/BCI servers, such as 

separate locked room with card entry system.  This would permit IFAD to track all 
staff with access when they enter and leave the SWIFT/BCI server room.  In 
conjunction with a video monitoring system in the room, any changes made to the 
SWIFT/BCI servers can be traced by SWIFT/BCI server room access ID, room card 
access ID, and visual identity verification.

• Full electronic integration of the Loans and Grants System with PeopleSoft should be 
a requirement, given that LGS will not be replaced by a PeopleSoft module.

• KPIs for the Cash Management Section activities should be developed to assist with 
the management of the business, similar to the KPIs developed for the custodian and 
the external managers.

Decision Structure
• Centralize within Treasury all credit responsibilities and formalize the creation of 

asset-liability management responsibilities.  The credit activities would include 
reviewing and making recommendations regarding counterparty eligibility for internal 
investment activities and instrument class credit limits.  The asset liability functions 
would be responsible for modeling cash flow requirements of IFAD to assist with 
longer range cash forecasting, liquidity management, contributions planning, and 
investment strategy.

• Need to clarify for all constituents, by using "non-investment" language, the core 
strategies and guidelines to meet the investment policies of both preservation and 
growth



VERSION 3.0
IFAD – INVESTMENT SECURITY REVIEW

3

Madison Consulting Group

Staffing/Organization Design
• Treasury should consider performing the following exercises:

o Review the grade levels currently assigned to each position.
o Define the skill requirements for each position and conduct a detailed skills 

assessment for each staff member. 
o Develop a detailed training plan based on the skills assessments.
o Review staff utilization and capacity issues.

Procurement
• The technical evaluation for the purchase for all Treasury related services should be 

done by staff that are not part of the final approval committee.  In addition, 
consideration should be given to ensuring that no staff reports to another on the 
evaluation team.

• Final contract negotiations with the selected provider should be headed jointly by 
Procurement and legal counsel, with input and support from the Treasury Office.

• IFAD should consider reviewing the current code of conduct policy for procurement 
with regard to acceptance of gifts from current and potential providers, to mitigate 
any potential risks of perceived influence peddling.  Emphasis should be placed on 
clarifying the definition of gifts.
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ASSIGNMENT ACTIVITIES

Activities Performed:

1) Reviewed key documentation
• Treasury Manual
• Group of Experts report
• Executive Board reports
• Investment Advisory Committee reports
• External Manager RFP
• External Manager contract agreements and investment policy guidelines
• Internal and External Audit reports
• Custodian Bank service level agreement
• Procurement Guidelines
• Terms of Reference of Audit Committee

2) Interviewed key personnel
• Investment Section
• Cash Management Section
• Reporting Section
• Controller’s  Office
• Internal Audit Office 
• Procurement Section
• Management Information Systems
• Human Resources

Madison Team:
1) Bernard Chen
2) Joyce Yune
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FINDINGS/RECOMMENDATIONS

I. OPERATIONAL CONTROLS

A. Cash Controls

Current Practice
• Outgoing payments handled by payment’s area within Cash Management and 

further separated by different Cashiers that handle domestic and international 
payments.

• Cash receipts and disbursements are predominately handled through  SWIFT/BCI  
Remote Banking systems.  
o SWIFT and BCI Remote Banking servers maintained in segregated area. 
o SWIFT/BCI applications are accessed through individual workstations by 

authorized staff in the Cash Management section.
• Cash Management section maintains two sets of procedures for authorizing 

outgoing payments.
o SWIFT/BCI require one authorized user to prepare financial messages and a 

second authorized user to send the messages with no set limits on 
transaction amounts.

o Internal cash control procedures require that the accompanying payment 
documentation be approved (via signature) by two Treasury Officers for any 
payment over $100,000.

• All transactions are reconciled daily by bank account against SWIFT/BCI.
• Cash receipts and cash transfers among IFAD contribution and operational bank 

accounts are handled by a different Cashier.
• Loans and grants recordkeeping is not a module within PeopleSoft and therefore 

is maintained on a separate system (LGS).  Posting to the LGS and PeopleSoft 
G/L is currently done in two parts by FT (manually) and FC (via a file upload).  

Industry Practices
• Traditionally, most corporate treasury groups have a proprietary treasury workstation 

provided by their bank, which allows for terminal initiation of wire transfers and 
terminal notification of inbound transfers.  Recently, corporations were given 
permission to be a member of SWIFT.  At this point, direct SWIFT access is 
considered industry best practice since it permits single point of entry for all money 
transfer activities.

• Restricted access to the treasury workstation or SWIFT/BCI servers is a critical 
component to security, including physical access to the servers.

• Both corporate treasury groups and bank funds transfer operations are subject to 
frequent regular audits of funds transfer operating procedures, given the financial 
sensitivity of these activities. 

Madison Recommendations
• IFAD is rather unique in that it has its own dedicated SWIFT server.  This gives IFAD 

the ability to send and receive authenticated instructions directly to any bank (central 
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and commercial) from a single source.  Most corporate treasury groups currently do 
not have this capability. 

• We found the overall controls surrounding payment execution and authorization to 
be appropriate; however, we would recommend that Treasury provide a more secure 
location for the SWIFT/BCI servers – a separate locked room with card entry system 
would be the most appropriate.  A card entry system is superior to a key system 
because it will allow IFAD to identify and track all staff who have access to the 
SWIFT/BCI room.  In addition, a video monitoring system should also be installed.

• While there is adequate and appropriate segregation of duty within the Cash 
Management section, IFAD is exposed to additional risk by having a small cash 
group.  Strictly from a control perspective, we suggest a person(s) outside of the 
Cash Management section receive a copy of (or have access to) the daily closing 
documents reconciling transaction items against SWIFT/BCI such as the Treasurer or 
the Controller.

• Currently there is no integration among PeopleSoft, LGS and SWIFT/BCI which 
necessitates the use of offline spreadsheets and manual reconciliation processes.  Of 
particular concern is the potential for data corruptibility, which if gone undetected 
will cause users to save and backup the corrupt files.    On a short term basis, we 
recommend that if spreadsheets are used for both control and recordkeeping 
purposes, that management look to enhance systems/measures to safeguard the 
integrity of the data and develop the capability to recreate any lost information, 
manually or otherwise.  

• A primary component of IFAD’s business is the disbursement and management of 
loans and grants and as such, the Loans and Grants System (LGS) represents a key 
application which should be fully integrated into the PeopleSoft system.  The file 
extract, review and upload process used by the Controller's office is not a true 
interface in that it is performed in an uncontrolled environment - i.e. the file can be 
manipulated prior to uploading.  We recommend developing an interface between 
LGS and PeopleSoft to automate both Treasury and Controller activities and create a 
controlled application environment.    

• Finally, we recommend that Treasury consider developing and implementing non-
performance return related KPIs for its internal cash control operations to track such 
things as counterparty investment distributions, transaction volumes and failed 
payment instructions.  Madison would also recommend publishing a summary of 
these KPIs to the IOC for review.

B. Liquidity Management

Current Practice
• Cash Management area also handles the fund’s short-term investments and performs 

short-term cash forecasting to ensure the availability of liquid funds. 
• Forecasting period is short - averaging 2 weeks.
• Short-term forecasting is done through the use of offline excel spreadsheets, the 

cash books, which track receipts and payments. 
• Investments consist of short term time deposits.  Banks are selected based on best 

interest rate offered from 3 quoting banks. 
• The list of eligible banks for time deposits and counterparts for FX transaction are 

reviewed by IAC on an annual basis.
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• Replenishment procedures are triggered when cash operating balances dip below a 
specified level.

• For currency transactions authorized by SDR requirements or operating cash 
replenishment needs, the process used is similar to that used for time deposit 
selection (quotes from 3 banks).

Industry Practices
• Traditional cash forecasting techniques follow three broad methodologies:

o Receipts and disbursements approach is the most common and requires 
detailed knowledge of all cash inflows and outflows.

o Statistical techniques (time series methods and regression models) are more 
complex but very accurate.

o Balance sheet approach is based on the fundamental accounting principal 
“assets = liabilities + shareholders’ equity”.

• Typical forecasting period varies based on the needs of the company and the 
forecasting method used.

• All forecasting methods rely on historical data as key input, require high-quality raw 
data, and demand a rigorous process of review and assessment through forecast to 
actual comparisons.

• Short term investment decisions are typically determined by longer range forecasts 
and flexibility provided by eligibility of short term instrument classes.

Madison Recommendations
• The process of investing in time deposits and in currency transactions is properly 

controlled, but the eligibility of banks should be more proactively managed.  (see 
under Decision Structure – Delegation of Authority – suggestion on centralization of 
Credit responsibilities

• Madison believes that Treasury would benefit from being able to perform longer term 
forecasting.  This would reduce pooling cash and increase short term investments 
and at the same time may also provide Treasury the opportunity (depending on 
forecasting period) to consider investing in wider range of short term maturities, and 
even possibly instruments other than time deposits. 

• We would recommend Treasury use the receipts and disbursements approach to 
cash forecasting.  This would involve constructing a timeline depicting known and 
estimated cash inflows and outflows.  This forecasting approach will allow Treasury 
to project cash balances on a daily basis which will aid the liquidity management 
process.  Ultimately, the goal of forecasting is to provide Treasury with the ability to 
make better financial decisions with regard to the timing of debt/investments 
maturities, cash transfers and other cash related activities. (see under Decision 
Structure – Delegation of Authority – suggestion on creation of Asset-Liability 
Management responsibilities)

• As part of the function of the cash management area, we recommend developing 
and implementing KPIs for the internal investment portfolio to track such things as 
number and amount of investments per bank and interest rates quotes.  These might 
be useful in assessing the attractiveness of eligible banks and assist in the process of 
choosing which banks to request rate quotes.  Madison would also recommend 
publishing a summary of these KPIs to the IOC for review.
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C. External Manager Monitoring

Current Practice
• Investment Section head monitors the overall external manager relationship:

o Tracks key indicators of health of relationship.
� Tracks qualitative indicators and IFAD staff feedback on manager 

service quality. 
� Monitors investment team turnover, although information is generally 

not forthcoming directly from managers.
� Reviews performance and risk indicators for underperformance, risk 

levels, etc.
� Monitors quarterly best execution reports on equities managers 

[Under discussion with new Custodian].
� Does not currently review internal audit practices of external 

managers.
� Does not currently track firm survival risk of managers given that 

IFAD has a bias toward hiring larger investment firms.
o Escalates key concerns to the Treasurer for review and possible presentation 

to the IAC.
o Periodically reviews with external managers overall relationship health and 

any key concerns.
o Provides input during contract and fee negotiations, including insurance 

agreements, parent guarantees, and most favored nation clause.
• Reporting Section compiles, analyzes, and publishes performance return and risk 

related Key Performance Indicators for external managers to the IAC and to the 
Executive Board1.

• Investment Section staff responsible for oversight of ongoing operating activities of 
external managers.

o On a monthly basis, review and validate manager fee invoices submitted for 
payment.  Submit for signature by head of Investment Section and Treasurer 
(or Assistant President) to authorize for payment.

o On a monthly basis, review and validate commission recapture rebates from 
equity trades.

o For compliance tracking:
� Tests are set up by Investment Section staff based on mandate 

guidelines using the Custodian’s online system (Passport).
� On a daily basis, review and track any identified violations and work 

with managers to resolve.  All violations are documented and reported 
to Investment Section head.

Industry Practices
• Typically, performance returns and risk indicators are the critical performance 

indicators tracked for each external manager.

1 Executive Board receives summary level performance return and risk related KPIs.
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• Additional KPIs that are generally monitored include guideline violations, fund 
manager turnover, best execution controls for equities, and operational controls 
certification.  Some of these are included in the contract agreement as notification or 
certification requirements.

Madison Recommendations
• Current process is relatively comprehensive and indicates good vigilance in tracking 

external managers.  Nevertheless, there are some specific areas of possible 
improvement:

o With regard to tracking the overall relationship health by the Investment 
Section head, there is very little by way of procedural documentation of what 
activities should be performed.  There is documentation on the KPIs chosen, 
but nothing regarding any other indicators currently tracked, or red flag types 
of issues.  Although the tracking of many of these indicators are relatively 
subjective, some form of procedural documentation would be appropriate, 
especially to define what documentation records should be maintained for 
tracking each manager relationship. 

o For non-performance return and risk related KPIs such as guidelines 
violations, it should be made clear and documented that the Investment 
Section is responsible for compiling the KPIs for each external manager, and 
what are the data sources to be used.  In addition, Madison would 
recommend publishing a summary of these KPIs and some commentary from 
the Investment Section to the IOC for review.

o If it is not included in the current contract agreements, the managers should 
offer some form of signed assurance or certification attesting to their audit 
practices and operational risk controls.

o In the future, if IFAD would consider contracting a boutique investment 
manager, then a clause in the contract agreement should permit IFAD to 
review the financial health of the firm.  [This could be included in all 
contracts, and just not exercised with larger firms.]

o The compliance tests set up by the Investment Section staff should be 
verified by a colleague prior to “going live”, to ensure that incorrectly defined 
compliance tests are not being used to monitor a manager.

• Investment Section head has indicated an interest in involving his staff in the higher 
level manager tracking functions and in the relationship management activities, but 
staffing constraints have made this not possible.  Madison would like to see a staffing 
review that would determine the staffing levels and skills required to allow this to be 
implemented.  This would ensure backup for all activities performed by the 
Investment Section head.

• Similarly, a resource requirements review would also determine the staffing levels 
required to ensure adequate backup for all the activities performed by the 
Investment Section staff.

• For practical, not control risk, reasons, IFAD should consider moving the verification 
of manager fees and commission recapture rebates to the Controllers Office, since 
the verification process for manager fees is already being duplicated by the 
Controllers Office before release for payment.  Authorization must still be performed 
by both Treasury and Controllers Offices prior to payment, but the verification need 
only be performed once.  With commission recapture rebates, the Investment 
Section should be responsible for review and analysis of directed trade requirements 
of the equity managers.
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D. Custody Monitoring

Current Practice
• On a monthly basis, Investment Section staff oversee reconciliation of asset 

statements between custodian and managers.
• On a monthly basis, Investment Section staff review and validate custody fee 

invoices submitted for payment.  Submits for signature by head of Investment 
Section and Treasurer (or Assistant President) to authorize for payment.

• On a monthly basis, Investment Section staff review and validate the securities 
lending income due IFAD.

• Investment Section tracks Key Performance Indicators (KPIs) based on the custodian 
Service Level Agreement (SLA), which are currently not reported to the IAC but are 
planned for the future.

• The Investment Section head provides significant input into the Custodian contract, 
including the SLA, and assists during contract negotiations.

Industry Practices
• Investment data integrity is typically performed by comparing investment manager 

investment reports with custodial reports.  This activity ensures synchronization and 
accuracy of data between the two parties. 

• Industry practice is to define Key Performance Indicators (KPIs) using the service 
level agreement (SLA) as a guide, and monitor the performance of the custodian.  In 
many cases, the KPIs are documented as part of the SLA with the custodian.  
Periodic reviews with the custodian are used to discuss areas of concern and define 
corrective action steps.

Madison Recommendations
• IFAD’s current custodial contract requires monthly reconciliation between the 

managers and the custodian before reports can be released.  This brilliant piece of 
contractual design guarantees timely completion of this activity and transfers the 
operational burden away from IFAD staff.  It also offers assurance to IFAD that the 
investment reports received are accurate.

• Oversight responsibility for the reconciliation between the custodian and the 
managers should still reside within the Investment Section, but they must ensure 
that the contractual requirements in terms of tolerance and time frames are being 
met each month.  These statistics should be added to the custodian KPIs.  Other 
IFAD areas that receive these reports should be notified when issues arise during the 
reconciliation process.

• Current process is relatively comprehensive and indicates good vigilance in tracking 
the custodian relationship.  The one issue identified is that it should be made clear 
and documented what custodian KPIs should be tracked by the Investment Section, 
and what are the data sources to be used.  In addition, Madison would recommend 
publishing a summary of these KPIs and some commentary from the Investment 
Section to the IOC for review.

• For practical, not control risk, reasons, IFAD should consider moving the verification 
of custody fees and verification of securities lending income to the Controllers Office, 
since the verification process for custody fees is already being duplicated by the 
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Controllers Office before release for payment.  Authorization must still be performed 
by both Treasury and Controllers Offices prior to payment, but the verification need 
only be performed once.  With Securities lending income, the Investments Section 
will still be responsible for review and analysis of the securities lending income 
source details. 

E. Performance Measurement and Risk Monitoring

Current Practice
• On a monthly basis, Investment Section staff oversee reconciliation of performance 

reporting between custodian and managers, which occurs concurrently with the 
asset statement reconciliations.  (See Operational Controls – Custody Monitoring –
recommendation on custodian-manager reconciliation oversight)

• Reporting Section compiles, analyzes, and publishes performance return and risk 
data derived from custodian and manager reports for both IAC and Executive Board 
review.  

o Manager level performance returns and risk measures are reviewed against 
the benchmark, other managers with similar mandates, and industry peers.

o Composite performance analysis is presented at the mandate, asset class, 
geographic, and total fund levels.  

o Managers are including returns, volatility, and tracking error.
o Currency composition and exposure analysis is presented

• Benchmark selection for externally managed mandates is included as part of each 
mandate’s investment guideline definition, and approved by the IAC.

• There is currently no benchmark defined for internally managed cash investments.

Industry Practices
• Industry practice is to track manager performance and risk levels relative to 

benchmarks and peers.  This is the primary means for assessing whether the 
managers are achieving the objectives set out for them.

• Performance measurement and risk analysis also offers critical information for 
reviewing investment strategies including asset allocations, entry into new 
investment classes, liability support, etc. 

Madison Recommendations
• Performance and risk reporting compiled by Treasury is comprehensive.  The analysis 

performed is thorough, permitting the organization to evaluate individual manager 
performance and to use this information in evaluating the overall investment 
strategy.

• One suggestion to augment the performance and risk reporting is to perform a fund 
level performance return comparison between actual and target allocation. This 
would require some additional calculations and analysis by the Reporting Section, but 
could provide additional input into the review of short and long term fund allocation 
strategies. [This is planned to be included in 3rd quarter 2003 reporting.]

• Current benchmarks chosen are appropriate for each defined external mandate and 
are typical from an industry practice perspective.
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• Unless IFAD chooses to move beyond TD investing and establish a more robust cash 
management mandate, a short term benchmark would not be relevant.  Currently 
with short term investments, greater emphasis is placed on safety and liquidity than 
on performance.

F. Documentation

Current Practice
• Based on recommendations from the Internal Audit group regarding proper 

documentation, Treasury has recently completed a working draft of a Treasury 
Manual.

• The current draft of the Treasury Manual describes key activities and processes 
performed by the Treasury group.

• It appears that documents are archived based largely on lack of the availability of 
storage space in the IFAD offices.

Industry Practice
• Documentation with respect to operating procedures are typically used for multiple 

purposes which include:
o To comply with internal/external audit requirements
o To be used in the training of staff
o To be used as part of firm wide contingency and continuity planning

• Generally fully integrated with systems' user manuals
• Archiving standards and requirements vary based on industry specific regulatory 

requirements.  For example, US banks are required by law to keep transaction 
records and legal documents for a period of 7 years.  From a practical standpoint, 
most firms typically maintain hard copy records that are easily accessible for a period 
of 1 year.  However, the use of digital archiving technology has become the industry 
best practice and has allowed for increased onsite access to historical data.

• There are interrelationships between archiving policies and Business Continuity 
Planning since both require offsite storage of documentation and data.  This 
integrated approach allows firms to better understand their own storage, backup and 
archiving needs.  Appendix III provides a high level overview of the primary 
differences between storage, backup and archiving.

Madison Recommendations
• While the current Treasury Manual meets minimum audit requirements for process 

documentation, we believe that this document could be significantly enhanced as an 
operating procedures manual in order to fulfill staff training and contingency 
planning requirements.

o For illustrative purposes, we are attaching as an Appendix IV (sent under 
separate cover) a sample excerpt from an actual procedures manual.

• Madison also recommends the addition of specific IFAD policies and guidelines as 
additional sections to the manual including:

o Investment management agreement templates
o Investment guidelines (for externally managed funds)
o Custodian service level agreement
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o Standing investment policy for IFAD (e.g. target allocations, duration 
requirements, benchmarks, target rate(s) of return etc.)

o Standing signing authorities
o Standing list of eligible counterparties for internal investments and currency 

conversions
o Counterparty exposure limits for internal investments

• Madison recommends that Treasury (in conjunction with Internal Audit) review the 
formalized policies and procedures for archiving and disposal published by the 
Information Resources Centre.  Consideration should be given to performing this in 
conjunction with the Business Impact Analysis phase of Business Continuity Planning. 

II.  DECISION STRUCTURE

A. Investment Strategy

Current Practice
• As a result of the Group of Experts review, IFAD has modified its investment policy 

as follows:
o Reduction in the allocation to equities to 10%.
o Change of minimum credit rating for fixed income assets to AA-. 
o Target real rate of return has been recently modified from 5% to 3.5% 

(although not formally documented yet).
• Subsequent changes to the execution of the new investment policy include:

o Overall reduction in the number of external manager accounts from 25 to a 
more manageable size.

o Fixed income investment mandates currently limited to: Global Government 
Bonds, Global Inflation Indexed Bonds, and Diversified Fixed Interest.

o Equities investment mandates currently limited to North American and 
European Equities.

Madison Recommendations
• The Financial Regulations of IFAD state that: “In investing resources of the Fund, the 

President shall be guided by the paramount considerations of security and liquidity.  
Within these constraints the President shall seek the highest possible return in a non-
speculative manner.”  

• IFAD should more clearly define its investment goals and objectives.  Its current 
goals of both capital preservation and a target rate of return objective tries to satisfy 
the full Financial Regulation statement, but can create conflicting investment 
strategies and financial risks during uncertain and volatile economic conditions:

o Capital preservation typically requires an investment policy that does not put 
principal capital at risk, and offers “security and liquidity”.  Possible 
implementations would include fixed return investments, buy and hold 
strategies, laddered investments to match cash flow requirements, or other 
investment strategies that will not create absolute losses.  The downside to 
these investment strategies is during rapid changes to market conditions, 
they can lock the Fund into investments that produce performance returns 
below prevailing market yields.



VERSION 3.0
IFAD – INVESTMENT SECURITY REVIEW

14

Madison Consulting Group

o Achieving a target rate of return typically requires an investment policy that 
will need to provide some investment flexibility to permit adjusting risks levels 
taken during certain market conditions.  As long as the target return is 
reasonable (3.5% real return would be considered reasonable), this could 
offer “the highest possible returns in a non-speculative manner”.  But, taking 
greater risks in order to try to achieve on average the target return will create 
greater performance volatility and could from time-to-time produce significant 
underperformance, including negative returns.  These situations would be in 
direct conflict with the “security and liquidity” requirement.

o IFAD may want to consider adding some commentary using “non-investment 
language” to the current Investment Policies to help clarify to all its 
constituents, the objectives of both preservation and growth, and the 
strategy to meet those objectives.  

• Assuming that IFAD is comfortable the “security and liquidity” requirements are 
being met by the investment policy changes recently made as a result of the Group 
of Experts report, we would offer the following thoughts for consideration:

o Analysis should be performed to determine whether actively managed 
portfolios provide adequate outperformance to justify the additional cost over 
investing in index funds.  It is our belief that active oversight of the external 
managers can offer relative outperformance against the benchmark to justify 
the additional cost for active management and oversight.  On the other hand, 
investing in index funds could greatly simplify and reduce the oversight 
requirements for IFAD.

o The following are some suggested adjustments to the current investment 
guidelines, based on typical industry practices (not limited to IFIs):

� One method for classifying equity investments is by market 
capitalization (large, mid, and small) and by country of origin 
(developed and emerging markets)  IFAD’s current investment policy 
appears to be a more conservative, lower risk investment profile, 
which should translate to investments limited to large cap equities in 
developed markets.  

• IFAD should consider including in its investment policies the 
use of industry standard investment mandates to define the 
permitted investments for the equities mandates, such as the 
S&P 500 and MSCI EAFE which are large cap equity 
benchmarks.  [Specific mandates by manager could be more 
narrowly defined as IFAD sees fit.]

• In the future, to provide adequate flexibility while retaining the 
lower risk investment profile, IFAD should consider expanding 
the equities mandate to include MSCI Pacific assets.  As part of 
the MSCI EAFE index, all assets within the benchmark are part 
of the large cap investment universe.

• In the future, should IFAD consider extending their investment 
risk profile in equities, diversifying into the emerging markets 
countries, as defined by the MSCI EMF index, could be 
reconsidered, which are still limited to large cap equities 
investments.  

� For fixed income investments, mandates are typically classified as 
investment and non-investment grade, and within investment grade 
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further classified by government, inflation index, and diversified.   For 
the diversified investment grade mandate, typical industry practices 
generally permit investments across all publicly traded instruments.  

• IFAD should consider limiting the credit rating requirements for 
all mortgage-backed and asset-backed securities to AAA only.  
As derivative products, these securities are inherently more 
difficult to assess from a credit risk perspective.

• In the future, should IFAD consider extending their investment 
risk profile in fixed income, reducing the minimum credit 
requirement to A for the purchase of government (and/or 
corporate) bonds could be considered.  

• IFAD may want to verify that the detailed description of its 
minimum credit rating policy for all fixed income assets are 
properly synchronized and reflected across all investment 
related documentation, including all IMAs and the Investment 
Policy. 

B. Delegation of Authority

Current Practices
• For all decisions related to cash and investments, there appear to be two primary 

decision making bodies that have been given delegation of authority – the Treasurer 
and the Investment Advisory Committee (IAC).  The Treasurer in turn has given 
delegation of authority to staff members within the Treasury Office for various 
operational activities and functions.

• In general, the IAC is charged with making recommendations to the President on all 
policy and policy execution related decisions.  In practice, the IAC, which includes 
the President, makes the final decisions.  In some areas, Executive Board approval is 
sought prior to final approval.  Since 2000, interactions with the Executive Board 
have been more active.  A sample of IAC responsibilities include:

o Selection and replacement of External Managers, Custodian, Investment 
Advisor

o Decision to add or eliminate an investment mandate, and timing of funding of 
mandates

o Changes to investment strategy and asset allocation
o Changes to investment policies and guidelines
o Counterparty eligibility

• The Treasurer is primarily responsible for implementing the decisions made by the 
IAC, overseeing the investment of the funds, and the movement of funds, most of 
which he/she has delegated to the Treasury staff.

• The specifics on the delegation of authority within the Treasury Office are currently 
being updated.  Overall they include:

o Oversight of External Managers and Custodian
o Interaction with Investment Advisor
o Cash receipt and disbursement activities
o Cash forecasting and funding activities
o Short term investment activities
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o Investment related reporting activities
o Control and reconciliation functions associated with all these activities

Madison Recommendations
• The delegation of responsibilities as currently defined appear to be well thought out 

and, for the most part, appropriate.  The terms of reference for each delegated 
authority is well documented, or are currently being updated to reflect recent 
changes to responsibilities, signing authorities, etc.

• Taking into consideration the increasing volatility and frequency of market changes, 
Madison would suggest for IFAD’s consideration a modification to the current IAC 
decision-making model.  We would propose that there be two decision-making 
bodies, with some overlapping participants, whereby the current IAC areas of 
responsibility would be separated into policy/strategy decisions and operating 
decisions.  The committee responsible for making policy/strategy decisions would 
meet with similar frequency to the current IAC, and the committee responsible for 
making operating decisions would meet more frequently, such as monthly.  The 
thought process behind this suggestion is that delegation of authority for more 
tactical operating decisions should be given to a team composed primarily of 
operating staff that can respond to changing market conditions in a more timely 
manner.

o The Investment Strategy Committee (ISC) would be responsible for the policy 
and strategy decisions currently delegated to the IAC.  

� Suggested composition for the ISC committee would include: 
• President
• Vice President
• Assistant President, Administrative and Finance Services Dept.
• Treasurer
• Controller
• Chef de Cabinet

� Suggested areas of responsibility for the ISC would include:
• Selection and replacement of External Managers, Custodian, 

Investment Advisor
• Approval of investment mandates and associated benchmarks 
• Setting of asset class level allocation targets
• Setting of mandate level allocation targets
• Range limits around each target that the fund could deviate
• Investment guidelines related to eligibility of investments, 

including credit quality, country eligibility, and instrument class 
eligibility, and to mandate level targets, including duration

o The Investment Operating Committee (IOC) would be responsible for 
investment operating decisions currently delegated to the IAC.

� Suggested composition of the IOC committee would include: 
• Assistant President, Administrative and Finance Services Dept.
• Treasurer
• Investment Section head
• Cash Management Section head
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• Reporting Section head
• Delegate from the Controllers Office

� Suggested areas of responsibility for the IOC would include:
• Analysis and recommendation to the ISC for the replacement 

of External Managers, Custodian, Investment Advisor
• Timing of funding of mandates
• Rebalancing of the overall fund
• Short term allocation changes across mandates within each 

major asset class within a defined range around the target
• Allocation changes across managers within a mandate within a 

defined range around the target
• Short term adjustments to fund and mandate level duration 

weighting within a defined range around the target
• Counterparty eligibility

o Clarity of responsibilities for the two committees is critical to ensure 
accountability and minimize ambiguity.

o For both committees, consideration should be given to getting external 
opinions on significant decisions.  This could be achieved with several 
different methods, but there are two alternatives that Madison would 
suggest:

� Invite external advisors to join each committee.
� Solicit feedback from external advisors on each significant decision to 

be made
� In either case, external advisors could be individuals from:

• Other IFIs
• Consultancies with investment expertise
• Investment management firms ( who are not current 

providers)
• Madison would suggest for IFAD’s consideration the centralization of all credit 

responsibilities within Treasury.  This consolidation would ensure active management 
of all credit related matters.

o It is not envisioned as a full time resource, but rather a set of responsibilities 
within a resource’s overall responsibility.

o Make recommendations to the IOC regarding all counterparty eligibility 
related matters for all internal investment activities (e.g. short term 
investments, currency conversions).  This would include monitoring and 
assessing current eligible counterparties, identifying and evaluating 
potentially new counterparties, and reviewing exposure limits.

o When requested by the ISC, assess and make recommendations regarding 
eligibility and credit limits of new and existing fixed income instrument 
classes.

o Be educated in the credit risks associated with each eligible fixed income 
instrument class, assist with training of Investment Section staff, and assist 
Investment Section staff, as needed, with oversight of external manager 
credit risk exposures.  
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• Madison would suggest for IFAD’s consideration the creation of asset-liability 
responsibilities to be included in Treasury.  The primary focus would be on modeling 
the cash flow requirements of IFAD in order to provide additional input into the 
investment decision process, both strategic and tactical.

o It is not envisioned as a full time resource, but could possibly be combined 
with the credit responsibilities to create a full time role.

o Develop a long term cash flow model to understand and better anticipate the 
cash needs of the organization

� Provides monthly cash forecasting data to Cash Management Section, 
augmenting their current short term forecasting

� Offers data to better manage contribution flows, and assist EAD with 
planning

� Provides data to Treasury to better understand rate of return 
requirements and volatility effects, and offer additional inputs into the 
modeling and analysis of investment strategy decisions

• Madison would recommend that responsibility for securing tax exempt status for 
IFAD regarding investments be given to the General Counsel, if this has not be done, 
with input from Treasury regarding priorities.

III. STAFFING / ORGANIZATION DESIGN

A. Treasury Organization Structure

Current Practice
• Treasury is currently composed of three sections

o Investments – oversees external providers including managers and custodian, 
and tracks external investments

o Cash Management – manages short term investments, performs cash receipt 
and disbursement activities, and performs cash forecast and funding activities

o Reporting – compiles all key investment related reporting, performs 
investment related analysis for reporting 

Madison Recommendations
• The Treasury organization performs 4 distinct sets of activities 

o External Investments – oversees external providers including managers and 
custodian, and tracks external investments

o Cash Control – performs cash receipt and disbursement activities, performs 
cash forecast and funding activities, inputs cash activities into the general 
ledger

o Internal Short Term Investments – manages short term investments
o Analytics and Reporting – compiles all key investment related reporting, 

performs investment related analysis for reporting
• Looking at the organization in this manner helps to illustrate some key functional 

distinctions
o Cash Control is an operations area with a heavy emphasis on daily 

transactional activity.  Supervision and oversight of this area focuses on
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timely execution and strong operational controls – signing authorities, 
separation of duties, daily proofs, and transactional audit trials.

o All other areas may have some daily execution related responsibilities, but 
most either have or could have an analytic component to the responsibilities.

� How is the external investment manager performing?  Have they been 
adhering to guidelines consistently?  Should the manager be put on 
watch for replacement?

� How are the investments performing?  Should we consider other 
short-term investments to boost yields?

� What level of risk are the managers taking?  What is their risk-
adjusted performance? Is the overall fund performing as planned?  
What is causing performance deviations from target?

• One implication might be that Treasury should periodically review the organizational 
design to determine if the prevailing structure makes sense given the functional 
activities, overall effectiveness and efficiency of the organization structure, and in 
light of other changes such as SCP implementation.

o Size of the organization is an important factor to consider given the 
administrative overhead required to manage each section, and greater 
difficulties managing staffing backups and cross training when sections are 
too small in size.

o Synergies must also be considered such as
� Cash management and cash control
� External investments and Reporting/Analytics

o Madison would counsel the Treasury to move toward fewer sections rather 
than more, given the relatively small size of the organization.

• This perspective of Treasury activities also provides additional input for reviewing 
various staffing related issues – position grade levels, resourcing levels, and staff 
training.

B. Staffing Grades and Positions

Current Practice
• Treasury is currently composed of both Professional and General Services staff
• It is difficult to discern the pattern defining grade level with positions

Industry Practices
• In private industry, job content is a primary driver in defining the grade level and 

compensation.  In most cases, analyst positions tend to carry a higher grade than 
operational positions.  In situations where this is not the case, the analyst positions 
will usually offer higher compensation, or a faster track to promotion.

• In the public sector, compensation and promotion are much more restrictive and 
cannot be used as easily to distinguish functional positions in lieu of grade level.  
Therefore, it becomes a more important issue to properly grade positions. 

Madison Recommendations
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• Madison does not understand the grading structure used in IFAD, or the implications 
of re-grading positions.  Nevertheless, the current grading of positions within 
Treasury does not meet with our perception of the job content for each position.

• Treasury should consider working with HR to review the grade levels by position.  
For example

o The analyst positions within the Investment and Reporting Sections should 
have a different grade level than the Cash Control operational positions.  
Madison would consider the analyst positions to be professional level 
positions.  Further detailed analysis of the activities performed within these 
two sections could warrant the retention of General Services staff positions to 
handle the non-analytic activities, but the analytic activities should merit a 
grade change.

C. Staff Training

Current Practice 
• Treasury has not consistently completed performance appraisals over the past 

several years.
• In practice, Treasury submits annual training requirements, based on each section 

manager’s identification of key needs of their staff.  Most are classes and seminars to 
meet a tactical need - gain an understanding of an asset class, or usage for a 
software application, or interpretation of a new reporting requirement.

• Treasury historically has not taken a strategic approach to training and developed a 
comprehensive training plan for its staff members.  Moreover, it does not appear that 
a systematic analysis is performed to determine the longer term development and 
training needs of each staff member relative to their current and projected positions 
and job requirements.

Industry Practices
• In general, industry best practice is to leverage the performance appraisal process to 

identify short and long term development needs of each staff members, which takes 
into consideration their current position as well as their anticipated progression 
through the organization.  This is then used to develop a comprehensive training 
plan for the next year’s annual business plan, and for the multi-year business plan. 
Each staff member then knows their own training and development needs and goals, 
and can modify them should their progression through the organization changes.  

Madison Recommendations
• Human Resources should enforce its appraisal policy for Treasury to ensure an 

annual review is completed for all staff and be used to assist in identifying 
development needs.

• Treasury should carefully review and refine the skill needs for each job position 
across each Section.  It is important to recognize that different position can carry 
very different skill requirements.  For example, management and supervision of the 
operational activities within Cash Control is a very different skill from managing 
analysts within the Investments Section.  Skills requirements, and therefore, training 
requirements will differ substantially for the section leaders.
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• Treasury should then conduct a detailed skills assessment of each staff member and 
map that against the identified skills needs of each of their job positions.  This will 
identify, by staff member, the current development needs, which can then be 
prioritized and submitted into a comprehensive training plan.  Madison’s quick 
assessment is that all of the current staff can support the basic requirements of each 
of their positions, but in many cases, training would offer additional skills to equip 
the staff to operate within their positions in an expanded manner.

• Going forward, this process should try to take a more proactive approach to skills 
enhancement, by preparing staff members for expanded responsibilities within their 
positions, or new positions, or new investment classes being considered or 
evaluated. 

• Methodology should be developed to assist with the prioritization of training needs.  
Examples of some current areas of concern include:

o Recent levels of exposure to mortgage and asset backed securities while 
within overall mandate limits, may require additional training for both 
Investment and Reporting Sections in order to permit internal analysis of 
exposure risks.

o Recent entry into Inflation Protected Securities, while not requiring detailed 
understanding to provide manager oversight, may require training for both 
Investment and Reporting Sections in order to better understand their 
behavior and effect on the overall fund performance returns and risks. 

D. Staffing Levels

Current Practice
• Treasury at its current staffing levels appears to operate quite lean.  There does not 

appear to be much excess capacity amongst the staff, given the current operating 
practices.

• There are a number of non-permanent staff members in significant positions, 
combined with the leanness of the organization, could create substantial contingency 
risks.   

Industry Practices
• Most well run organizations operate with a lean staffing model.  The best run 

organizations manage contingency and backup planning as part of the operation of 
the organization.  Formalized procedures are difficult to maintain, since contingency 
and backup plans must be fluid with changes to the organization structure and to 
staff turnover.  Nevertheless, most managers will maintain a contingency and backup 
plan based on their current staff makeup, and use this as input into staff level 
planning.  

Madison Recommendations
• Treasury Office should consider undertaking a comprehensive review of the staffing 

level requirements, taking into consideration SCP plans, contingency and backup 
planning requirements, and permanent and non-permanent staff mix.

• As a result of the review, development of a comprehensive staffing plan could be 
used as input to budget planning, organizational design, training planning, job 
position grade level reviews, etc.
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• Key current staffing risks should be highlighted as critical items and addressed, 
including temporary staff in critical roles, and absence of backup training for specific 
functions.

IV. PROCUREMENT PROCESS

A. Process standardization

Current Practice
• The procurement process for treasury related procurement has evolved recently to 

include the Procurement Section.  The current process for the decision of treasury 
related procurement is still an interim solution as the current Investment Advisory 
Committee has overlapping responsibilities with the Contracts Review Committee.

• Procurement Section assists with management of the process.
• Terms of Reference, evaluation criteria and weightings, are defined by Technical 

Evaluation Team comprised of Treasury Office personnel, led by Treasurer.
• List of candidates to be included in the RFP process are determined by Technical 

Evaluation Team.
• Evaluation of RFP responses are performed as follows:

o Technical review and evaluation performed by Technical Evaluation Team.
o Financial review and evaluation performed by Financial Evaluation Team, 

comprised of Procurement Section personnel.
• Procurement and Treasury jointly review and make recommendation to Contracts 

Review Committee (CRC) and the Investment Advisory Committee (IAC).
• Upon approval, Treasurer with legal counsel assistance, negotiates final contract 

terms.

Industry Practices
• Private sector procurement processes, in general, are typically much less rigid than in 

the public sector.  There is no consistency in determining if a formal RFP process is 
warranted – whether based on size of deal, or functional area, or type of service or 
project.  In general, the decision-making occurs within the business area that will 
most directly influence the scope of service to be provided.  Nevertheless, there are 
some key distinguishing characteristics common to the private sector, regardless of 
the differing procurement policies and processes:

o Practices differ among private sector firms in terms of having formalized code 
of conduct policies for all staff, but relationship-building activities that stay 
within legal boundaries are common practice regardless of conduct policies.

o Prior relationship with a provider generally gets a very high weighting in the 
decision process.

o Larger projects must be economically justified in a business case analysis.
o Key decision-makers are held accountable for the final choice in terms of 

actual cost and delivery of services delivered by provider.
o Chosen providers are held accountable for adverse impact to the budget 

and/or bottom line beyond the original terms of reference and fee 
negotiations.
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o In general, fees are only one of many inputs into the decision.  Other inputs 
include, prior experience with provider, delivery track record validated by 
references, performance track record (for managers and custodians), etc. 

• Public sector procurement processes require much greater transparency for public 
reputation and perception reasons.  Relationship building, which is very common in 
the private sector, can sometimes be perceived as influence peddling in the public 
sector.  In addition, because public sector entities are funded by the public or by 
member states for not-for-profit purposes, much greater care must be given to 
determining the use of funds.  Therefore, procurement processes a typically well 
defined and structured.  Key objectives are to:

o Obtain the best value for services required, and document the efforts taken 
to demonstrate this.

o Minimize the reality and perception of affecting the procurement process 
through influence peddling by service providers.

o Still provide flexibility to make decisions based on multi-faceted criteria 
beyond just price, but minimize the reality and perception of 
predetermination.

Madison Recommendations
• Key Objectives for the Procurement Process:

o Ensure transparency
o Reduce perceptual risk of decision influencing
o Standardize process

• The ongoing evolution of the procurement process, of enlisting greater involvement 
by the Procurement Section, appears to be moving in the right direction.  Full 
management of the procurement process by the Procurement Section will be 
appropriate to create consistency for all procurement activities at IFAD.

• The Technical Evaluation Team is correctly comprised of Treasury personnel, but 
should not include anyone who will provide final approval for the provider chosen.  
As an additional suggestion, consideration should be given to not include situations 
where personnel on the team report directly to another team member.  Therefore, 
the Treasurer should not be a part of the evaluation team, since he/she will be on 
the committee that provides final approval. 

• Final approval for the recommendation should be given either to the Investment 
Strategy Committee (ISC) (see Decision Structure section), or to a joint team 
comprised of a subset of CRC and ISC.  This will ensure that the decision making 
body has enough investments related knowledge provided by the ISC members to 
make an informed decision.  It should be noted that the President should not be a 
required member as part of the approval committee, although sign-off by the 
President for predefined procurement parameters (e.g. by price, by nature of 
purchase, etc.) might be warranted. 

• Final contract negotiations with the selected provider should be headed jointly by 
Procurement and legal counsel, with input and support from the Treasury Office.  It 
is a common practice in many larger organizations to use a disinterested party such 
as purchasing and legal counsel to directly negotiate with vendors, keeping the 
acquiring area removed from this process.  

o Treasury shall be responsible for providing contract agreement terms of 
reference to the negotiating team, such as investment policies and guidelines, 
service level agreements, reporting requirements, operating procedures, etc.
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o Where appropriate, Treasury should use outside advisors such as the 
Investment Advisor with knowledge of manager fee ranges, to provide the 
negotiating team with key information during negotiations.

B. Acceptance of Gifts

Current Practice
• While IFAD has an organization-wide formal procurement policy, it is not clear 

whether persons involved outside of the Procurement Section are fully aware of the 
policy.  

• While there was no evidence of intentional misconduct during the review Treasury 
personnel have historically accepted, on occasion, invitations to meals and meetings 
from current and prospective vendors.  It appears that there might be some 
confusion whether these activities are clearly addressed by the current policy as 
prohibited or objectionable. 

Industry Practices
• In the private sector, practices vary widely regarding formal policies on acceptance 

of gifts from vendors.  Generally, firms that have these types of firm-wide policies in 
place, focus most of their audit attention on areas of highest risk such as purchasing 
and procurement departments.

• With private sector firms, though, public perception is less of an issue.  The primary 
determinant of supplier decisions is economic – contribution to the profitability of the 
firm.  Obviously a key decision criterion is price, but other contributing factors could 
include quality and performance measures, response time, etc. 

• In the public sector, it is more common to have formal policies on acceptance of gifts 
from vendors.  The definition of what constitutes a gift, though, has traditionally 
been focused more on tangible gifts, without a clear definition of the current 
common practices of expensive meals, invitations to major events such as 
professional sports and concerts.  In some cases, these sorts of activities were not 
considered acceptance of gifts from vendors.

Madison Recommendations
• Although IFAD has communicated the procurement policy to the full staff through a 

Presidential bulletin, its should reinforce the gravity of the policy to all persons that 
might be involved in the procurement process.

• Given the unique concerns of public sector entities with regard to perceptions of 
undue influence on procurement decisions, IFAD should review the current policy 
with regard to procurement.  Typical policy components to review might include: 

o Monetary limits for acceptance of gifts from any current or potential service 
provider. 

o Monetary limits, beyond which formal documentation of gifts received is 
required of the recipient.  This would suggest a related policy regarding 
limitations on involvement of these staff members during procurement 
processes that involved these “gift-bearing” providers.

o Definition of what constitutes a gift from a current or potential service 
provider should also be established.  Possible gifts to consider include:

� Paid meals
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� Paid business trips to meetings, conferences, etc.
� Invitations to entertainment including sporting events, concerts, etc.
� Paid vacations
� Business gifts such as pens, wine, liquor, cigars, etc. 

• Enforcement of these conduct policies are largely based on the assumption of trust 
and ethics and the integrity of staff, since it may be quite difficult to detect violations 
if staff members choose not to disclose the acceptance of gifts.

C. Additional Observations

• IFAD uses a rigorous and comprehensive RFP process to gather vital data with 
regard to the manager selection process.  Some possible suggestions to further 
enhance the current process:

o Contact current clients of a manager with no prior experience with IFAD to 
ask about service quality, responsiveness, and frequency of investment 
guideline violations.

o Ask specifically about the planned team to manage IFAD mandate – their 
tenure with the firm, management experience with similar mandates, and 
performance history with similar mandates.

o Keep the RFP as comprehensive as it currently is, but weight the evaluation 
to concentrate on the following key criteria:

� Performance history for the requested mandate
� Associated turnover of investment team planned to manage the IFAD 

mandate
� Client base and asset size managed within requested mandate
� Investment process and research
� Fees
� All other response areas are only to be included if there is a significant 

weakness or strength shown, such as deteriorating financial condition, 
significant turnover throughout management ranks, etc. 

V. CONTINUITY PLANNING

Current Practice
• IFAD as a whole currently does not have a formal business continuity plan nor 

disaster recovery plan.  However, early stage discussions are underway for continuity 
planning within the IT group.

• Operations:
o Treasury staff currently relies on data/system back up from the server(s) and 

has no specific guidelines for data recovery other than contacting the Help 
Desk.

o Some Treasury staff independently back up/save their own work locally but 
this is not widely practiced.

• IT:
o IFAD buildings 1 and 2 maintain its servers on site and currently rely on tape 

back ups.  IFAD1 back up tapes are stored in IFAD2 and visa versa.  



VERSION 3.0
IFAD – INVESTMENT SECURITY REVIEW

26

Madison Consulting Group

o There are no back-up servers and therefore IFAD currently has only restore 
capability and not recovery capability.
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Industry Practices
• The last great business continuity planning effort was the Year 2000 threat.  

However, since 9/11 there has been  renewed focus on business continuity planning 
and management across all industries.  Global spending on business 
continuity/disaster recovery projects surged to reach $3.5 billion post 9/11.2

• Greater importance has been put on Business Continuity Management (BCM) within 
organizations and now serves as an “umbrella” for enterprise emergency 
management, security functions, and specialized risks such as health and safety.

• Trend is towards full integration of operations and systems continuity planning.
o Business continuity is the ability to carry out critical business functions with 

no significant interruption during a period of unavailability of underlying 
services or facilities, e.g. failure of information technology, communication 
links, power supply or outage of a building.

o Disaster recovery is the ability to resume critical business functions after the 
loss or failure of a technical and/or operating facility.

• Typical business continuity planning and management life cycle involves 4 phases:  
policy, strategy, test, and implementation. (See Appendix II)

Madison Recommendations
• Continuity planning requires greater attention from IFAD management and staff.  In 

the current environment, a relatively minor disruption could have more serious 
consequences due to the absence of an agreed upon continuity plan.

• Although the focus of this report is on Treasury, any business continuity planning 
within Treasury must be integrated into the overall continuity planning process for 
IFAD.

• We recommend that IFAD as an organization take a formalized approach to business
continuity planning by establishing or appointing a governing body to oversee the 
BCM process, similar in makeup to our proposed Investment Operating Committee.  
This management steering committee would be responsible for drafting IFAD’s BCM 
Policy.

• Key objectives of the BCM steering committee would be to :
o Establish and implement a structure that will enable IFAD to manage 

unplanned incidents as well as the mitigation of risk during planned events;
o Define clear business continuity roles and responsibilities;
o Establish budgeting guidelines;
o Increase business continuity awareness and training for all staff; and
o Ensure the continued maintenance and improvement of IFAD’s business 

continuity and disaster recovery program.  
• A Business Impact Analysis should be performed for each business/functional unit 

within IFAD.  This will identify the operational and financial impacts and exposure of 
that particular business unit and will capture the structure, functions and the 
dependencies between business units and external vendors.   

• Once the steering committee has approved a BCM policy, its primary role would be to 
ensure that the BCM policy is implemented and adequately funded.  A separate BCM 
coordinator should be selected to: 

2 TowersGroup – Business Continuity Trends
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o Develop business continuity guidelines in conjunction with IT and Audit;
o Develop risk metrics and data collection mechanisms; and,
Maintain a log of plans, track testing, and report on audit points status and 
perform gap analysis of non-compliance with policy.

• With regard to alternate site selection, IFAD buildings 1 and 2 may be geographically 
too close for either to be an appropriate alternate site.  Recovery within target time 
during a wide scale disruption generally requires an appropriate level of geographic 
diversity between primary and back-up sites.  As a general rule, back up sites should 
not rely on the same infrastructure components as the primary location, including 
transportation, telecommunications, water supply and electric power.




