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1.

2.

Enterprise Risk Taxonomy

Legal and Reputational Risks

Legal and Reputational risks are cross-cutting risks. Prevalent throughout Fund business
operations, they are embedded across the four risk domains. While there are clear roles and
responsibilities associated with the management of these risks, their overarching nature
requires them to be actively considered by IFAD’s workforce across each of the established risk
domains. As such, Legal and Reputational risks are embedded across IFAD’s four level 1 risk
domains below.

Financial Risk Taxonomy

Financial risk (Level 1) is defined as the risk of financial loss resulting from the Fund’s inability
to efficiently and economically manage financial resources and satisfy financial commitments.

Financial Level 2 Risk Sub-Domain

Credit
The risk of loss of the loan principal or loss of a financial reward stemming from a borrower or counterparty’s failure to
repay a loan or otherwise meet a financial contractual obligation.

Market
The risk of losses arising from exposure to changes in financial market variables (prices and rates).

Liquidity and Funding
The risk of losses resulting from the inability to meet cash flow needs in a timely manner.

Leverage and capitalization
The risk that the Fund’s capitalization or capital position is not adequate to safeguard its ability to continue as a going
concern.
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3. Operational Risk Taxonomy

Operational risk (Level 1) is defined as the risk resulting from inadequate or failed internal
processes, people and systems, or from external events that may result in financial loss or
damage to the Fund’s reputation.

Operational Level 2 Risk Sub-Domain

External Prohibited Practices & Financial Integrity

The risk of unexpected financial, material loss, or legal or reputational damage due to acts committed by an external
party that misappropriate assets, or circumvent laws or regulations, or attempt to do so, which include corruption, fraud,
collusion, coercion, obstruction and money laundering/terrorist financing. An external party is anyone outside of IFAD’s
Staff definition, including individuals hired by IFAD under the provisions of the Handbook on consultants and other
persons under a non-staff contract, vendors, recipients, and third parties.

Unsatisfactory conduct & misconduct

The risk of potential unsatisfactory conduct and misconduct arising as a consequence of any act or omission, whether
deliberate or resulting from negligence, committed by an IFAD staff member or an individual hired by IFAD under the
provisions of the Handbook on consultants and other persons hired by IFAD under a non-staff contract, in breach of
the terms of their respective appointments or contracts, or any other applicable internal IFAD policy, rule or procedure
—including but not limited to the Code of Conduct- which may result in reputational or actual damage to IFAD or in
litigation.

Talent capacity and capabilities
The risk arising from workforce and people-management issues, including inadequate staffing resources, skills, and
volume of change/new initiatives that could impact IFAD’s ability to deliver on its strategic framework.

Occupational health & safety

The risk of lack of anticipation, recognition and/or control of health and safety hazards or standards related to the
workplace, which may potentially lead to harm (iliness, injury or death) of IFAD staff and/or an individual hired by IFAD
under the provisions of the Handbook on consultants and other persons under a non-staff contract, and their eligible
family members or the organization. The harm that may occur to the organization may include reputational damage,
loss of property, loss of member state confidence, among others.

Security

The risk that IFAD is unable to ensure the safety and security of personnel, assets, and operations, which can lead to
potential financial loss, reputational damage and/or the injury or death of personnel operating on behalf of or in
partnership with the Fund.

Information technology & cyber security risk

The risk that threats and vulnerabilities to IFAD’s IT services and systems, including a cyber security attack, severely
impact and compromise IFAD'’s ability to function, resulting loss of key data, business interruption, and/or reputational
damage.

Business continuity
The risk that IFAD is unable to continue delivery of services at acceptable predefined levels following a event or
incident, resulting in the disruption of IFAD’s most prioritized activities.

Process execution
The risk that IFAD’s internal processes and controls are inadequate or improperly executed resulting in business
disruption, potential financial loss and/or reputational damage.

Partnering, corporate procurement & outsourcing

The risk that key vendors, contractors (including outsourced core service providers), and partners (including financial
intermediaries, private sector partners, and non-governmental organizations) fail to provide services, goods, or works
requested by the Fund, which may result in business disruption or have adverse reputational and/or financial impact
for IFAD.
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4, Programme Delivery Risk Taxonomy

Programme Delivery risk (Level 1) is defined as risks to the ability to achieve the expected
results in Fund-supported projects, programmes, or strategies, and the risk of unintended
consequences.

Programme Delivery Level 2 Risk Sub-Domain

Country Context
The risks to the achievement of project development objectives stemming from a country’s context

Sector Strategies and Policies
The risks to the achievement of project development objective(s) stemming from a country’s sector-level strategies
and polices.

Environment and Climate Context
The risk that existing or possible future environmental or climate conditions may significantly undermine project
implementation and the achievement of project development objectives.

Project Scope
The risks to the achievement of project development objective(s) stemming from factors related to the scope of the
project.

Institutional Capacity for Implementation and Sustainability
The risk that the project executing agency, implementing partners and service providers lack the capacity to
effectively and efficiently implement and sustain the activities supported by the project.

Financial Management
The risk that project activities are not carried out in accordance with the provisions of IFAD’s financial regulations and
that funding is not used for the intended purpose with due regard for economy, efficiency and effectiveness.

Project Procurement

The risk that project procurement activities including the procurement of goods, works and services financed from the
resources of the Fund, are not carried out in accordance with the provisions of the Borrower/Recipient's procurement
regulations, to the extent such are consistent with the IFAD Procurement Guidelines.

Environment, Social and Climate Impact

The risk that the project may cause significant environmental or social harm or increased vulnerability to climate change
impacts of temporary, cumulative, irreversible or unprecedented nature, affecting the immediate project target area
and/or areas beyond it.

Stakeholders
The risk that the project is negatively affected because relevant stakeholders are not appropriately identified, consulted
or engaged during the project’s lifecycle, and/or that grievances redress processes are ineffective.
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5.

Strategic Risk Taxonomy

Strategic risk (Level 1) is defined as those risks having impact on the Fund’s ability to achieve
its mission, execute its strategies and meet its objectives.

Strategic Level 2 Risk Sub-Domain

Strategy and Objective Setting

The risk that there is not a clear set of institutional priorities, cross-cutting objectives and activities to achieve its desired
development impact in alignment with the Fund’s mission and vision, leading to a potential negative impact on IFAD’s
position in the agricultural development landscape.

Sustainability and Adaptability Risk

The risk that IFAD is not alert to key developments and/or is not sufficiently responsive to events and trends that affect
the sustainability of the Fund’s business model and key activities, resulting in the inability to meet the Fund’s strategic
objectives.

Strategy Execution Risk

The risk that IFAD is ineffective in allocating and deploying resources and implementation support across the portfolio of
corporate initiatives and programmes/projects, resulting in the inability to consistently execute the Fund’s strategy and
meet its strategic objectives.

Strategic Partner Relationship Risk

The risk that partnerships and collaborative relationships, such as member state contributors and private-sector partners,
are not engaged appropriately to carry out resource mobilization activities or contribute to IFAD's programme delivery
management, resulting in potential funding gaps, reputational impacts and an inability to meet the Fund’s strategic
objectives.

Governance and Culture Risk

The risk that IFAD’s institutional and management culture, including leadership, roles and responsibilities across the
organization and between the Board and Management, and the ability to sustain an open and engaging environment, is
not conducive to achieving the Fund’s strategy and mission, resulting in the inability to meet the Fund’s strategic
objectives.

EB 2021/133/R.7
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Operationalizing IFAD’s ERM Policy

The following work streams, broadly corresponding to the risk framework pillars (see
image below), shall be considered when operationalizing the ERM Policy during its initial
phase.

Note that some indications outlined in this Appendix II are prospective and are predicated
on the existence on certain processes and procedures, which may not be fully in place at
the time of the adoption of this ERM Policy. As IFAD continues its transition to a mature
risk further management model, supporting processes and procedures will be needed,
implemented, and improved, to facilitate the operation of the overall governance structure.
Some of the processes highlighted here describe the target operating structure and, as
such, may be implemented throughout a transition period.

» Governance of risk: the key priority for operationalizing the ERM Policy will be the
implementation of Technical Risk Governance Committees as well as their embedding
into the IFAD decision-making governance structure, to be achieved with the issuance
of adequate operational guidelines.

The establishment of the Technical Risk Governance Committees will lay the foundation
for support of the broader operationalization of the overall risk program.

Each Committee will oversee the timely review of risks according to the risk domain
that it is responsible for, and will be organized according to the top risk categories for
IFAD identified in the current taxonomy.

Each Committee shall have its own (i) terms of reference, (ii) rules of procedures and
(iii) a committee secretariat to support its efficient and effective functioning over time.

The RMO will act as the secretariat for each of the committees and the CRO will be a
member of each of them.

The RMO will develop business-as-usual committee risk reporting and escalation
procedures to the top of the risk governance structure.

= Risk metrics & appetite: Represent a fundamental, critical area of focus for
operationalizing the ERMF. Levels 1 and 2 of the risk taxonomy will be finalized into
metrics with an associated risk appetite and tolerance statement.

For each risk category Executive Board-approved limits and management-approved
warning thresholds shall be adopted and implemented, along with escalation process
in case of limits/thresholds breaches.

= Risk Reporting: this will include embedding key risks in the Corporate Risk Dashboard
and Technical Risk Governance Committee reporting.

The identified metrics will be an important tool for RMO and Management to track risk
levels against Executive Board-approved risk appetite limits.

= Risk-related policies and methodologies: Several key policies, processes and
methodologies will be developed and formalized to operationalize the ERMF and enable
RMO and the Risk Governance Committees to perform their roles effectively.

Level 1 risk categories will need policies to provide guidance for management of key
risks and methodologies for risks evaluation and tools implementation. This will include
methodology for evaluating financial and non-financial risks and risk management
practices within new businesses and product.

= Risk Culture & Communication: an internal communication programme on the
newly established ERM Policy will be launched. This will include several initiatives, such
as inter alia, (i) ERM Policy internal roadshow for management and workforce, (ii) an
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organization-wide risk training program that will need to be developed and
implemented in order to train workforce on risk management principles, on the three
lines of defence risk governance model, on the role of RMO and its role in risk
management.

The risk culture enhancements will be prioritized in the next two years of ERM policy
operationalization.

= RMO organization & operations: Operationalization of RMO will be realized by
establishing its charter and by completing its key function and unit setup from the
organizational point of view.

Several other key initiatives need to be implemented by RMO. They will include, among
other things, (i) RMO’s risk data repository and process, (ii) the process for evaluating
emerging risks, (ii) risk work plans, (iii) the devising of the procedures for
operationalizing the risk committees and those for the escalation of material risks to
the ERMC and EMC, and if needed (iv) the top-down Corporate Risk Register.

IFAD ERM Policy Framework

Governance and Oversight

Executive Board / Audit Commiltee / Enterprise Risk Management Commiliee / Technical Commillees

Key Design Principles

FRaK e Monitoring & Reporting Flexibility

Policies, Procedures, and Guidance

Risk Organization
Roles and Responsibilities Three Lines of Defense

Risk Management Lifecycle
Key Components

Risk Taxonomy Risk Appetite Corporate Risk Dashboard Risk Metrics

Key Risk Categories
[ Legal ]

Strategic Financial Programme Delivery Operational

| Reputationai ]




