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Do euperiance

Our experience is based on mare than 400
projects developed over the last 42 years...

_Elﬂ_[l_ Maturity as a business unit

& horethan g0 years of axpenance havae halped us 1o devalop a deep and healthy
knowledge of the market and the latest trands inthis sactor a1 amy time

= [watothes knowladge of trands, wa have recantly expanded new areas of idantificaton,
protecton and partoipation in our ynit

[=ln]a]

rm Experienced team

= The avarage staff turmover of our LT i ovar 10 years, which helps us with unigua
stahility, axpenance and knowladge

= WDk Tl AT QLA LANT, (e profecsionals are constantly ennch mg their know: -_"'lﬂgé
thanks 1o our company Tr3INING Drogramimes

Certified UM Elections Provider
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42

years active

400+

projects

10+

years of staff
retation

'W¥e hawre beenywaorking with elechors
processss sinoe 2578 Thnousghoes this
time cur sohgions heve evobed

according to the needs.of our dients

et e ec @ et hislpsind e davsdop
more than soo ekectoral projects
nationally and e mnational ke

O avainags staff tumovar is more than
1 years, which gies usthe sperience
ared thee doap ko kdge of this
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Do euperiance

-.which has allowed our department to develop Electoral Solutions projects at an
international level
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Full Electoral
Control
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Our experience

Committed to quality: ISO 9001, ISO 27001 and CMMI Level 5

AENOR
Cotficads del Swema
de Gestion de Sequided de b Injosmacion
£ CHMImatitute Partner al
e LTy
B Acknowledpment of achievement
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Onesait Democracy Elections
Kiosk

COEK

minsaaik
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Orwsait Democracy Bections Kiosk

Stand alone electronic voting kiosk

The new generation of electronically assisted voting
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Omesait Cemocracy Electiors Kiosk

Security measures

The combination of these security measures addresses all threats

Election-specific security measures

Wite Digita Visual assisted Vater
certificatesand | | SecretSharnng - ) o
encryption o = Count verifiability
signatures
Unigue BlockChain
e otion Der tranermission Voting station Single-use PaperVote
=il 1 = ] = L =
YP F authentication accesstoken '
Camputer EEELI'It':.-'

Generic COMPUTEr SECURITY Measures |
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Cwresait Demnocracy Bections Kiosk

ODEK Features

Featurs QDEK

Towchescreen voting system

Muiti-Election and with distinct algorthms

Secunsd execution

Cryptographically profecied wote pinting

QIR reader for assisied counting and secure access conlrol
Towuchiess voting micde

Hol-swap batienes up o 12 hours duration

Inb=grable with vanous slecironic polkook iechnologes, includng COEI
Central consolidation via Bleckohan

Woting miode for the bind

Various screen sizes (17 o 1587)

Tradiional mode of execution typ= of elecironic voling
Balol-marker execution mods

rchadual vober sudi for volers {also for bind volers)
Actranced visual 2udi of the entire ballot box

(Z) fminsle B Ootional  GE] Haed addiional canimaized seners

&
&
&
(&

R o N

hm

QO OO> O

CDEK

» Secured epaculion

s anous cperabng modes

» Muli chalce

s Muli algorithm

v (R Regdar

= Printer

s Removabla batiery

» Blackchain results corsaldaian
Trarsparent and awuditabla

Minsait Election Solutions
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Cwresait Demnocracy Bections Kiosk

Algorithm to split the weighted votes of IFAD on paper (example)
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The printed vote gets broken into several pleces of pseud-random weight that makes it impossible
to trace the vote to the country voting using the weight info
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DOnesait Democracy Eschions Kiosi

IFAD requirements

The modern architecture allows for an easy deployment of customization and customer-specific functionalities
like weighted voting, or COVID-12 protected touchless voting mode

Identification Security Secrecy Sanitizing
= |0 card with QR code = Al the measuras an predaus = Vole encrvplion » Data can be wiped securey
shides » In Diatabase indvidual votas fram kicesies
not stored, orly iotaks » Diata deletion procedures

s (In papar vohas brokan inko
tokeng ol paeudo-randam

weight
Data retention Verifiability
= Diala will be erasad folowing » Violers can See hair vobas an
instructions fram IFAD. Mot paper State of the Art
laber, nof Soomer = The kask can recount the - =
paper voles reading them back “lﬂsk ‘Jﬂun'ﬂ
and showing e count an
STEE
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Onesait Democracy
Elections Online (ODEQO)

State-af-the-art Internet wating
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Kakang onine wobng robeet

Threats to online voting

Face your threats and you are closer to defeating them
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Kaking onlne woting nobwst
Security measures

The combination of these security measures addresses all threats

Specific security measures for elections

Generic [ntermet security measures

Protecton
5 Signed static Automatic scaling
Fireswiall ARtivirus CDhs against I:lnrtg N— Honeypots I P
Secura software q Intrusion
Radundant stas dewalopmeant life AR i datection au-l';tﬁtﬁ;n Code signing Dawice tracking
cycla menianng systams
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DOnesait Democracy Eschions Ondine

IFAD requirements

The layered architecture allows for an easy deploymentof customization and customer-specific functionalities
like voter and candidate registration flows, integration with ID cards, usage of specific cryptographic algerithms
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