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Approval through vote by correspondence of the proposal for the customization
and validation of an automated voting system at IFAD

Distinguished Executive Board Representatives,

The Executive Board is invited to consider document EB 2020/130/V.B.C.2, and in line
with resolution 215/XLIII of the Governing Council, is requested to approve that the
Secretariat initiates development and implementation of the automated voting system
provided by the selected company — Minsait — and proceeds with customization and validation
of both the onsite and online voting solutions.

Executive Board representatives are invited to cast the votes of the members they
represent in favour of, against, or to abstain with respect to this proposal. A written reply,
specifying the vote cast (“yes”, “no” or “abstain”) should be submitted by midnight
(Rome time), Thursday, 6 August 2020.

In accordance with rule 23 of the Rules of Procedure of the Executive Board,
representatives are kindly reminded that:

n I/

(a) Members and alternate members may cast a “yes”, “no” or “abstain” vote by
submitting a written reply by fax (439 06 5459 3212) and/or
e-mail (gb@ifad.org);

(b) The absence of a written reply by the stipulated deadline will not indicate
abstention but rather the absence of a member in the voting procedure; and

(c) In the event of no reply from a member, the vote of the alternate member shall
prevail.

The Executive Board will be informed of the result of this vote by correspondence in a
timely manner.

Accept, Distinguished Executive Board Representatives, the assurance of my highest
consideration.

Luis Jiménez-MclInnis
Secretary of IFAD

Executive Board Representatives of the
International Fund for Agricultural
Development and respective recipients
of copies for information

International Fund for Agricultural Development Via Paolo di Dono, 44 00142 Rome, Italy
Tel.: +39 06 54591 Fax: +39 06 5043463 E-mail: ifad@ifad.org Web site: www.ifad.org
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Recommendation for approval

The Executive Board is invited to consider the present document and to approve the
recommendation contained in paragraph 27.

Proposal for the Customization and Validation of an
Automated Voting System at IFAD

I. Introduction

1. The Governing Council Bureau, in its Report on the Review of the Established
Practice for the Process Leading to the Appointment of the President of IFAD
(GC 41/L.9), recommended that the Secretariat explore the introduction of an
automated voting system for potential use in the appointment of the President in
2021, and that the voting for the appointment of the President continue to be held
by secret ballot. Following the endorsement of these recommendations by the
Governing Council, the Secretariat worked with the Executive Board to agree on
the specifications for such a system. Besides ensuring secrecy, the main
requirements for an automated solution include confidentiality, verifiability and
integrity of the vote. It should also implement a secure system that minimizes the
probability of cyberattacks.

2. Following a thorough and transparent procurement process, submissions from five
companies were evaluated on their commercial and technical merits, and the best
entry was selected. The Executive Board was informed of the outcome at an
informal seminar on 24 June 2020, when the selected company was presented
together with its proposed system. A timeline was indicated for further action and,
most importantly, for obtaining feedback from Member State representatives.

3. The negotiated procurement procedure was carried out on the assumption that a
physical meeting of the Governing Council would be possible. However, following
the outbreak of COVID-19 and the introduction of restrictions on assemblies and
movements, Management, upon consultation with Member States, also decided to
consider the option of online/remote voting. The online option mitigates, or even
eliminates, the risk of not being able to elect and appoint the President of IFAD in
2021, thus ensuring the Fund’s business continuity.

4, The company selected through the negotiated procurement procedure was Minsait.!
A subsidiary of Indra Holding Tecnologias de la Informacién, the company is one of
the top consulting and technology groups in the world, with 42 years of experience
in developing electoral solutions at the international level. It can not only organize
on-site elections with physical voting machines but also run online votes. These
two options are described below, along with an explanation of how the
requirements identified by the Board are addressed.

II. Objectives

5. The first objective of this document is to provide Board members with sufficient
information for them to make an informed decision on the automated voting
scenarios described in this document, taking into due consideration the impact of
COVID-19 on the process of appointing the President of IFAD in February 2021.

6. The second objective is to request the Board’s approval for the customization of the
solutions for both scenarios (on-site and online) of the automated voting system,
identified in paragraph 4 above, and to validate those scenarios with an external
security company. Customization and validation are the two obligatory steps

! Since 2014, Minsait is a certified elections provider for the United Nations Development Programme. More information
on the company can be found in the appendix or on their website: www.minsait.com.
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needed to test the options with the Board and, ultimately, with the Governing
Council.

A detailed timeline is provided in section IX.

Budget

The Governing Council approved capital budget funding for the exploration of an
automated voting system in February 2019. Of the funds earmarked for this
system (US$210,000), 24 per cent has already been committed, while the
remaining 76 per cent (approximately US$160,000) - not yet committed - covers
the estimated costs of customizing and validating the on-site option. It is estimated
that it should also cover costs related to customizing the online option. It should be
noted that consideration of the online option represents a significant expansion of
the original scope and costs of the project. However, Management hopes to contain
costs and upon additional analysis will keep the Executive Board updated on costs
as needed.

Automated voting system - scenarios

As mentioned above, due to the importance of ensuring operational continuity at
IFAD, and given that COVID-19 makes it uncertain that a physical Governing
Council session can be held in February 2021, Management believes that the
system should be developed for use either on-site or online.

According to the proposed timeline in section IX, the options would be tested with
members on the sidelines of the Board session in September 2020 or at an
informal seminar in September or October. In December, the Board would make the
final decision on whether to implement one or neither of the options described in
the present document for the appointment of the President of IFAD in 2021.

Scenario 1 - Election held on the premises with physical
voting machines

This scenario allows for Member State representatives to cast their votes on voting
machines set up in voting booths in much the same way as voting with paper
ballots. Rather than stamping the name of the preferred candidate on each one of
the ballot papers provided, voters would select their preferred candidate on-screen
and confirm the vote cast. The solution proposed by Minsait will be validated by a
third-party company in terms of security.

Scenario 2 - Election held online (internet voting)

The scenario allows Member State representatives to cast their votes from
anywhere in the world. Access to the voting portal would be granted to voting
representatives upon identification and authentication. They would be able to use
their laptops or personal computers to cast a vote for their preferred candidate. At
the end of the process, voters would be given a verification code as added
assurance of the correctness of the results. A comparison of the main differences
between using paper ballots and automated voting either on-site or online can be
found in section V below. The solution proposed by Minsait will be validated by a
third-party company in terms of security.

Differences between voting procedures

Below is a brief and high-level comparison of the voting process between paper
ballots and automated scenario 1 (on-site) or scenario 2 (online), which is subject
to change and will be further detailed during development, considering the IFAD
requirements and technical capabilities of the system proposed by Minsait.
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Automated voting system scenarios

Main

steps | Paper ballot On-site voting Online voting

1 Calling of names Calling of names Receipt of e-mail
Representatives are called in Representatives are called in Designated Member State
alphabetical order. alphabetical order. In case COVID-19 | representative receives an

restrictions still apply, time slots could | e-mail with a password to
be organized for the representatives access the voting portal.
to enter the voting room in small

groups, coordinated for social

distancing.

2 Moving to the table Moving to the table Confirmation of e-mail
Tables will be divided according to the | Tables/rooms will be divided Each representative confirms
first letter of the formal name of according to the first letter of the receipt of e-mail. Their identity
Member States. Each representative formal name of Member States. Each is confirmed using
moves to the appropriate table representative moves to the two-factor authentication (2FA).
according to alphabetical order by appropriate table/room according to
country name. alphabetical order by country name.

3 Collecting the ballots Collecting the token Receipt of second factor for

authentication
Representatives collect their Representatives are each given a Representatives receive a 2FA
envelopes with the ballots and check token in the form of a QR code. code on the mobile phone
that the Membership and contribution number they have registered
votes correspond to the total votes to with IFAD.
which the Member State is entitled.
Given the various ballot papers
provided, calculators are at the
disposal of representatives so that
they can count the votes.

4 Signing for the ballots Signing for the token Confirming the identity
Once the correct number of votes has | Representatives sign for receipt of Representatives enter the code
been checked, representatives sign their QR tokens and move to the received into the online voting
for receipt of their ballots and move to | booths. portal and thus authenticate
the booths. their identity.

5 Voting using the stamps in the Voting using the token Voting in the portal
booths
Once in the booth, each The representative inserts their token The number of votes is
representative uses one of the stamps | into the machine. The number of displayed on the screen. The
provided to stamp the name of the votes is displayed on the screen. The representative verifies that the
selected candidate on the ballot representative verifies that the number is correct. If so, they
paper(s). number is correct. If so, they can can proceed to cast a vote. If

proceed to cast a vote. If not, the not, the representative can
representative should return to the abort the process and contact
desk where they collected the token the help desk.

and ask for verification.

6 Casting the ballot Casting the vote Casting the vote
The representative puts the ballot in The representative casts and confirms | The representative casts a
the ballot box and goes back to their their vote. vote.
seatin the plenary. A voter-verifiable “paper trail” is To ensure correctness, the

printed with the various voter is given a numerical code

denominations. corresponding to the voting

. . | right cast.

The representative puts the paper trail

in the ballot box. The voter can check the list of
codes on a separate page. This
ensures that the vote has been
cast and counted correctly and
that it is secret.

7 Communication of results Communication of results Communication of results

In accordance with rule 41.2 of the Rules of Procedure of the Governing Council, “In the case of more than one nominee,
if no nominee receives the required number of votes on the first ballot, a second ballot shall be taken in which the nominee
who received the fewest votes shall not participate. This procedure shall be repeated until one nominee receives at least two-
thirds of the total number of votes or the Council decides that such balloting be discontinued and decision be taken on another

date.”
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Requirements and how they are met by the

automated options
Secrecy

Scenario 1 (on-site)

Scenario 2 (online)

The system uses an algorithm to randomly split the
weighted votes of IFAD into several denominations.?

Essentially, the printed vote gets broken into several
pieces of pseudo-random weight that makes it
practically impossible to trace the vote to the country
responsible.

In order to maintain the secrecy of the vote, the system
randomly adds the votes cast into a so-called “Elliptic
curve homomorphic encryption”.

This uses a special mathematical function allowing one
to determine the sum of all encrypted votes without
having to decrypt a representative’s individual vote.

The system can thus fulfil the requirement of weighted
voting without endangering secrecy since individual
votes remain encrypted and thus unreadable.

Integrity

Scenario 1 (on-site)

Scenario 2 (online)

The voting machine allows for printing a so-called
voter-verifiable paper trail which is randomly split in
denominations and deposited by the voter in a ballot
box.

Should a recount or audit be requested, the ballot box
would be opened and the votes counted and checked
against the system result.

When casting the vote on behalf of their Member State,
each voter receives a numeric code unique for each
voting right and thus vote cast.

This allows a voter to check that the signature of the
vote count contains their numeric code and that the vote
has not been tampered with.

Verifiability

Scenario 1 (on-site)

Scenario 2 (online)

A voter can see their vote on the paper audit trail and
hence verify that the vote cast is recorded correctly.

The voting machine can recount the votes, reading them
back and showing the count on-screen as an additional
verifiability feature.

The vote signatures provide additional assurance of the
correctness of the result when reviewed by auditors or if
a recount is required.

Security

Scenario 1 (on-site)

Scenario 2 (online)

In addition to the generic computer security safeguards
such as firewalls and antivirus or anti-brute-force attack
systems, the risks of an external attack would be
mitigated by using the voting machines as stand-alone
devices with no wireless connections.

Other election-specific security measures such as vote
encryption, digital certificates, blockchain security and
intrusion detection would be implemented.

The online system would reside in a cloud, hence
security measures need to be enhanced compared to
scenario 1 (on-site).

Generic internet security measures include: firewall,
antivirus, secure software development life cycle,
real-time traffic monitoring, protection against
brute-force attacks, intrusion detection, 2FA, signed
static content and device tracking.

Security measures for elections include: voting
encryption, homomorphic encryption, certificates and
digital signatures, blockchain security, single-use links,
universal verifiability, multifactor authentication, voter
verifiability, blind signature and multi-voting.

For more details please refer to the appendix.

2 Example in the appendix, page 13.
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Scenario 1 (on-site)

Scenario 2 (online)

A token, in the form of a QR code, is delivered to each
representative.

The representative signs for the receipt of the QR token
and moves towards the booth. This is the same process
as the one for voting with paper ballots.

Voting machines only accept voting tokens which a) are
valid and b) have not been used previously.

Voting tokens provide the necessary credentials for
Member State representatives to approach the voting
machines and to provide the system with the information
about the total number of votes to be cast by the
Member State.

The delegation provides the credentials of the
designated voter (official e-mail address, mobile phone
number and possible other required information) through
an official communication channel to the IFAD
Secretariat.

The voter is sent an e-mail with a link to access the
online voting portal. After logging in, the voter receives a
text message with a code (a one-time password) which
constitutes a 2FA code. The code is sent to the mobile
phone number that the Member State representative
has registered with IFAD.

Portability

Scenario 1 (on-site)

Scenario 2 (online)

The voting machine can be transported in a case. See
the appendix for images of the machine and its case.

The online option allows for voting from any location, as
long as a reliable internet and mobile phone (including
SMS) connection is available.

Main risks and mitigation measures
Following is a brief description of the main risks identified and the corresponding

mitigation measures.

Risk with paper ballot scenario

Mitigation measures

The main risk is that the President of IFAD is not
appointed due to the impossibility of holding a physical
Governing Council meeting in February 2021.

1. Using an online voting system would eliminate the risk
of not being able to appoint the President of IFAD,
allowing Member State representatives to cast a vote on
behalf of their country remotely, providing they have
access to a reliable internet and mobile phone (including
SMS) connection.

2. On-site voting would avoid staff having to engage in
preparatory back-office work, considerably reduce
interaction between Member State representatives and
respect social distancing.

3. For both options the rules and procedures will be
amended to cover exceptional cases (inability to vote at
a given time for technical reasons).

Ballot preparation and counting is a cumbersome
process, as highlighted by the Governing Council
Bureau (GC41/L.9): “The preparation of the anonymous
ballot papers required by rule 35.3 of the Rules of
Procedure of the Governing Council for each of the
ballots is a complex process, entailing the involvement
of approximately 20 staff members in the days
preceding the Governing Council meeting at which the
President will be appointed. On the day of the
Governing Council meeting, the process also requires
the presence of a large number of essential staff to: (a)
distribute the respective ballot papers to each of the
Governors; (b) record each Governor's confirmation that
they have received their full entitlement of ballot papers;
(c) direct Governors to the voting booths where they are
invited to stamp the ballot papers with a stamp bearing
the name of the candidate they wish to vote for; (d)
ensure that each Governor deposits his/her ballot
papers in the ballot box; and (e) after the vote is closed,
count the ballots. On average, a minimum of 20 staff
members are needed for at least two hours to complete
each ballot from the beginning of the proceedings to the
announcement of its results.”

The Governing Council Bureau, in its report (GC41/L.9),
identified a mitigation measure, namely the possibility of
introducing an automated system to “expedite the ballot
counting process and increase workforce efficiency”.
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Risks with scenarios 1 and 2

Mitigation measures

Security

On-site voting would be a stand-alone exercise not
requiring a wireless connection. Additional details are
provided in paragraph 17 above.

Online solution features several security measures, as
outlined in paragraph 17. Additional work will be
undertaken to detail the process and analyse the risks
and vulnerabilities, bearing in mind that a guarantee of
100% cyber security is practically impossible.

The security of both solutions will be checked and
validated by an external company with specific security
expertise.

Usability by representatives

Training slots based on time zones, support on election
day and additional measures may be implemented, as
appropriate.

Bespoke technology

a) Given the specific field of automated/electronic
voting and the lack of in-house expertise, reliance
and trust in the vendor and its system is
necessary.

b) Dependence on internet and/or SMS connectivity.

a) The test and security validation activities will aim to
mitigate this risk.

b) Representatives entitled to cast the votes of their
countries will need to ensure sufficient connectivity.
Connectivity tests will be carried out with
representatives if needed.

Timeline

The project for the on-site solution commenced in 2019,
meaning there has been adequate time to develop the
necessary components, Consideration of an online
option has only recently emerged in response to the
ongoing COVID-19 pandemic. As such, the timeline to
deliver the project is much tighter.

IFAD has communicated the time constraints to the
vendors to ensure awareness of the need to deliver the
solution and its validation on time.

Furthermore, the vendor selected to implement the
online option is the same vendor selected to implement
the on-site option. In this way, the vendor is already
aware of the high-level requirements, which apply to
both the on-site and online options.

Outside of the scope of this project, but nonetheless worthy of mention, is the fact
that a system offering the possibility of voting online would mitigate unforeseen
risks — such as those posed by COVID-19. It would safeguard operational
continuity while supporting efficiency by making it possible for Member State
representatives to participate in the governance of the institution even when it is
not feasible or appropriate for all representatives to meet physically. At the
informal seminar held in June to present the automated voting system, one
Member State representative raised the possibility of using such a system to
streamline decision-making in other instances. This proposal was welcomed and
supported by other representatives, and Management will certainly consider how

best to capitalize on its potential benefits.

Preparation for secret ballot — preliminary

cost-benefit analysis

The preliminary cost-benefit analysis was elaborated to provide a comparison of
costs among the different voting processes, nhamely paper ballots,
automated on-site and automated online voting, in relation to tangible and

intangible costs.

The main tangible cost considered in this preliminary analysis is related to the time
saved by IFAD staff in preparing for the election with paper ballots, including
setting up the various task forces, preparing the paper ballots and counting the

ballots.
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24. The analysis is made under the assumption that two “ballots” take place (as was
the case in the 2017 election). The costs described below are based on average
IFAD staff costs for both professional and general service categories. Any

discrepancies in the totals below are due to rounding.

Costs per hour are based on
an average cost of General
Service (GS) staff (US$43)
and Professional (P) staff
(US$92)

Hours

Overtime
pay

GS staff

P staff

Total hours
GS staff

Total hours
P staff

Paper vote

Admin ballot preparation
group (prepares terms of
reference for task forces &
selection)

40

40

40

Ballot preparation group

12

10

10

180

120

Voting (incl. dry run)

10

17

13

170

130

Subtotal (in US$)

16,770

26,680

Total (in US$)

43,450

Time spent by Governors

Total (177 Governors)

1416

Voting machine

Election preparation

Voting (incl.1-hour training)

36

Subtotal (US$)

1,806

1,012

Total GS+P (US$)

2,818

Time spent by each
Governor
(incl. 1-hour training)

4.5

Total (177 Governors)

796.5

Time savings
(only Governors)

619.5

Internet voting

Election preparation

12

Voting (incl. 4-hour training)

18

Hotline during voting
(incl. 2-hour training)

4.5

13.5

Subtotal (US$)

580.5

2,760

Total GS+P (US$)

2,818.5

Time spent by each
Governor
(incl. 1h training)

4.5

Total (177 Governors)

796.5

Time savings
(only Governors)

619.5
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The above analysis does not include the help desk support foreseen in scenario 2,
to be included should the scenario be confirmed. Also not included are the
administrative costs related to security guards, printing of ballot papers, enrolling
the voters in the online solution, cost of stamps and other various minor costs.

The analysis has, however, also identified a number of intangible costs/benefits for
automated voting:

. Ensuring business continuity;

. Time saved by Governors, as indicated in the table above;

o Time saved by delegations and by Management;

o Streamlined process for the appointment of the President of IFAD;

o Supporting governance efficiency should Member States wish to use

automated voting for other matters in the future;

. Reduction in risk of errors.

Indicative timeline

August 2020 » Based on the positive outcome of the vote by correspondence, award contracts:

e  To Minsait for a) customization and b) testing at Sep. and Dec. Executive Board
sessions

e  To external security company for validation of solutions

August-September »  Customization of solutions by Minsait
2020 »  Validation of solutions by the external security company

September/October | »  Presentation and testing of the system

2020 e  On the sidelines of September Executive Board session; or
e Ataninformal seminar in Sept/Oct; and

Discussion with the Governing Council Bureau

October/November »  Complete validation of online system, if needed

2020 »  Arrange for distribution of credentials, prepare for training and support material for
Member State representatives

Ongoing discussion with Governing Council Bureau

December 2020 »  Executive Board'’s final decision on feasibility of implementing and using the selected
solution for the appointment of the President in 2021

Ongoing discussion with Governing Council Bureau

January 2021 »  Training on the selected system for Member State representatives
February 2021 »  Forty-fourth session of the Governing Council
Recommendation

In line with resolution 215/XLIII, the Executive Board is requested to approve that
the Secretariat initiate development and implementation of an automated voting
system for the scenarios of on-site and online voting with the aforementioned
company to allow for customization and validation with the ultimate goal of testing
both solutions with Executive Board representatives in accordance with the timeline
indicated above, for possible use in appointing the President in 2021.
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Cezriral consclidation via Bleckchan

\ioing mode for the bind

Various screen sizes (17 o 167)

Tradiional mode of execulion type of electronic voting
Eiallol-marker execution mode

rdnadual vober mud for wolers {alss for bind volers)
Achranced visual 2udi of the entine balol box

() foainste B Optioral  FE) Heed additionsl cantralized senees

E@mm@@@@@

B &5 > E

CDEK

v Sesnresd axaculion

s ‘anaus pperabing modes

» Buli chaice

s BMuli algorithm

» 2 Reader

» Phriar

= Hemovabla batiery

» [Blackchain results corsoldabian
Trareparent and auditabla

Minsait Election Solutions

xipuaddy
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Crremspit Demccracy Bectons Kioek

Algorithm to spllt the wag hted votes of IFAD on paper {Example}
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The printed vote gets broken into several pleces of pseud-random weight that makes it impossible

el

to trace the vote to the country vating using the weight info

xipuaddy

¢’ 0'd'AJOET/0C02/a3



s

Onesait Democracy Elections Kiosi

IFAD requirements

The modern architecture allows for an easy deployment of customization and customer-specific functionalities
like weighted voting, or COVID-19 protected touchless voting mode

Identification Security Secrecy Sanitizing
» |0 cand with OR code = All the Measures an prevaus » Winbe encryplion » Data can be wiped securely
shdes s In Diatabase individual wias from kireskes
nof stored, only fotaks = Data delalion procedures
s (In paparwchas brokan inkd
tokens af paeudo-randam
weight
Data retention Verifiability
= Data will be erased following » ‘olers can See thair vobas an
insructions from IFAD. Mot paper State of the Art
latar, nod sonar » The kask can recount the - -
paper wiies reading them back “lﬂﬁk "."utlng
and showing e count an
SerEan
minsaik A0 T LT

xipuaddy
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xipuaddy

Onesait Democracy
Elections Online (ODEQ)

State-of-the-art Intemset woting

minsait

¢'0'9'A/0ET/0c0c/a3



9T

Féaking online woling roteet

Threats to online voting

Face your threats and you are closer to defeating them

minsaik
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Kaking oniine yotng robust

Security measures

The combination of these security measures addresses all threats

Specific security measures for elections

Generic [ntemet security measures

P .
- Sagned static AUTomatic scaling
Firewsall Antivirus CoiMs against I:lnrt: t Honaypots . rvlces
Secura softwane q Irtrusion
Radundant stes devalopmant life Al i datection aMcﬁrun Code signing Dewice tracking
Cycha TOTRGIIng systams

xipuaddy
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Cnesait Dempcracy Eections Ondine
IFAD requirements

The layered architecture allows for an easy deploymentof customization and customer-specific functionalities
like voter and candidate registration flows, integration with ID cards, usage of specific cryptographic algorithms

minsaik
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